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Enable trusted, secure and resilient information sharing and better information management – 
in other words, ensuring the right information is available at the right time to the right people, 

and that the quality of the information is understood

Enable users to visualise and engage with the information in a way that meets their needs and 
supports decision-making and the delivery of better outcomes. 

National Digital Twin Programme (NDTP)

Developing and testing solutions that will:
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Key features:

1. Ingest and connect

2. Transform and map

3. Secure and label

4. Catalogue and audit

5. Expose/ share

Significant progress on…

The development of the Integration Architecture
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Significant progress on…

The development of the Integration Architecture
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Significant progress on…

Connecting different IA nodes to each other

Node 1
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Node 4

Node 3

Node 2

Significant progress on…

Connecting different IA nodes to each other
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Node 2
Management 

Node

Significant progress on…

Connecting different IA nodes to each other
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Node 1

Node 4

Node 3

Node 2
Management 

Node

The Management Node:

Node Net 1

1. Facilitates onboarding of Nodes1. Facilitates onboarding of Nodes

2. Handles trust and identity

3. Establishes a Node Net (N2)
2. Handles trust and identity

3. Establishes a Node Net

Significant progress on…

The Management Node
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Node 1

Node 4

Node 3

Node 2
Management 

Node

The Federator:

Node Net 1

1. Has multiple send/receive points for 

redundancy

1. Facilitates onboarding of Nodes

2. Handles trust and identity

3. Establishes a Node Net (N2)

2. Obtains configurations dynamically

3. Controls what data is shared with 

filters and security labels

Send

Receive
Significant progress on…

The Federator
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1. Facilitates onboarding of Nodes

2. Handles trust and identity

3. Establishes a Node Net (N2)

Node 1

Node 4

Node 3

Node 2
Management 

Node

Node Net 1

Significant progress on…

Deploying Node Nets (N2)
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1. Facilitates onboarding of Nodes

2. Handles trust and identity

3. Establishes a Node Net (N2)

Node 1

Node 4

Node 3

Node 2
Management 

Node

Node Net 1

Node 1

Node 4

Node 3

Node 2
Management 

Node

Node Net 2

Node 1

Node 4

Node 3

Node 2
Management 

Node

Node Net 3

Node 15

Node 11

Control node

Node 12

Node 7

Vision for the future

The Control Node and National Node Net (N3)
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Node Net 2

Node 1

Node 4

Node 3

Node 2
Management 

Node

Node Net 3

Node 15

Node 11

Control node

Node 12

Node 7

National Node Net

The National Node Net

…the trusted data-sharing infrastructure that underpins the UK’s National Digital Twin
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Data Sharing Infrastructure (Integration Architecture)

Permissioning
Should this data be shared?

Exchange
Can this data be moved reliably?

Exploitation
How is this data used and improved?

DSI ROLE

Policy definition and enforcement

DSI ROLE

Data movement, federation, network security

DSI ROLE

Ingestion, transformation, utilisation

IMPLEMENTATION

Permissioning is implemented as policy-as-code, 

not just legal text.

Data Sharing Agreements:

▪ Digitised

▪ Policy-as-Code (e.g., Rego)

Enforcement:

▪ Attribute-Based Access Control (ABAC)

▪ Constraints

IMPLEMENTATION

Exchange is governed, policy-aware federation, 

not just transport.

Within a single Node:

▪ Extract data

▪ Transform and normalise

▪ Map to ontology

Across Nodes (in Node Nets):

▪ Federator handles exchange

▪ Policies travel with the data

▪ Trust established via Node Nets

IMPLEMENTATION

Exploitation starts within the constraints carried 

by the data itself

Data arrives with:

▪ Embedded handling rules

▪ Usage constraints

Receiving Node:

▪ Ingests data

▪ Enforces inherited and local policy

▪ Optionally improves/ maps/ enriches
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The Information Exchange Standard (IES)

https://informationexchangestandard.org/ https://github.com/IES-Org
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Demonstrators – environments where the Nodes and IES are exercised together

Demonstrators
Co-evolving through use

▪ The Demonstrators consume the standard, 

but they also shape it.
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Access aggregated insights to understand 

regional variations in housing performance

▪ Understand environmental, and socio-

economic data to build a national picture 

of housing conditions
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Explore detailed housing and energy 

performance metrics through interactive 

business intelligence views

▪ Generate targeted insights from selected 

locations to enable data-driven decisions
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Property-level intelligence to identity 

vulnerabilities, risks and opportunities for 

targeted interventions

▪ Identify households most exposed to 

energy, environmental and economic risk
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Identify critical infrastructure within a 

selected area to support place-based 

analysis

▪ Filter and visualise infrastructure networks 

to understand asset concentrations and 

risks in areas of operational interest
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Assess how hazards and emerging events 

affect infrastructure assets and their 

potential vulnerabilities

▪ Identify assets at risk and potential 

cascading impacts by combining live and 

historic exposure data
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Investigate infrastructure 

interdependencies to support resilience 

and contingency planning

▪ Explore connected infrastructure to 

prioritise resilience measures
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IRIS – an operational intelligence platform for Warm Homes

Demonstrators
Co-evolving through use

▪ Optimise route planning using real-time 

constraints, asset intelligence and 

operational context (e.g., vehicle capability)

▪ Support coordinated response through 

shared situational awareness
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NOVA – spatial asset planning using simulation and suitability modelling

Demonstrators
Co-evolving through use

▪ Apply configurable environmental and 

infrastructure constraints to evaluate 

candidate sites

▪ Tailor suitability by enabling, disabling or 

adjusting location-specific constraints
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NOVA – spatial asset planning using simulation and suitability modelling

Demonstrators
Co-evolving through use

▪ Visualise site suitability and identify optimal 

locations for asset deployment
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NOVA – spatial asset planning using simulation and suitability modelling

Demonstrators
Co-evolving through use

▪ Assess grid connectivity and identify 

optimal network connections points for 

deployed assets
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Thank you

Scan this to subscribe to our 
newsletter

Contact us on NDTP@BusinessAndTrade.gov.uk
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